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Overview

= Purpose of this Guide
= EnCase Forensic

= New Features
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Purpose of this Guide

This guide highlights some of the key new features of EnCase Version 7 that distinguish it from
previous versions. The book is not meant to be a user's guide, but rather a view into the new look and
enhanced capabilities of this potent investigative tool. Chapters are oriented toward the new
capabilities of EnCase and providing users familiar with prior versions of EnCase previews and
descriptions of what is to come.

EnCase Forensic

EnCase Forensic provides investigators with a single tool for conducting large-scale and complex
investigations from beginning to end. It features superior analytics, enhanced email/Internet support,
and a powerful scripting engine.

With EnCase Forensic you can:
= Acquire data in a forensically sound manner using software with an unparalleled record in
courts worldwide.

= Investigate and analyze data from multiple platforms—Windows, Linux, AIX, OS X, Solaris,
and more—using a single tool.

= Find information despite efforts to hide, cloak, or delete.

= Easily manage large volumes of computer evidence, viewing all relevant files, including
deleted files, file slack, and unallocated space.

= Transfer evidence files directly to law enforcement or legal representatives as necessary.
* Review options that allow non-investigators, such as attorneys, to review evidence with ease.

= Use reporting options for quick report preparation.
Forensically Sound Acquisitions

EnCase Forensic produces an exact binary duplicate of the original drive or media, then verifies it by
generating MD5 hash values for related image files and assigning Cyclic Redundancy Check (CRC)
values to the data. These checks and balances reveal any inconsistencies with acquired data. The new
version of EnCase Forensic maintains the reliability and functionality of previous versions, while
simplifying usage, adding powerful new features, and significantly increasing performance.

EnCase Forensic is accessible to several types of user:

= Those responsible for collecting evidence.
= Forensic examiners and analysts.

= Forensic examiners who develop and use EnScript code to automate repetitive or complex
tasks.

Forensic Workflow

EnCase Forensic Version 7.01 facilitates the forensic workflow process through the:

1. Preview and processing of case data.
2. Analysis of evidence.

3. Reporting of findings.
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New Features

EnCase Forensic Version 7 contains a set of new features and functionality that simplify how forensics
is applied to investigating digital media. Following are key features of this release:

A new user interface that consolidates functionality and simplifies navigation.

The ability to speed up case responsiveness and the availability of information through the
new Evidence Processor. The Evidence Processor prepares a case by conducting key
processing tasks like creating an index, hash analysis, signature analysis, protected file
analysis, Internet and email processing, as well as keyword searching.

EnCase now contains a high-performance indexing engine. This engine makes searching
faster, and displays search results across multiple file types (for example, email messages, IM
conversations, smartphones, and so forth) in one location.

Increased scalability with efficient caching. File system, email, and other compound structures
are cached to disk, reducing the time and system resources needed to review data that has
already been processed. This allows EnCase to scale across large data sets.

Email now appears as in familiar programs such as Microsoft Outlook or Lotus Notes. In
addition, EnCase includes email threading and related conversations, allowing the review of
conversation chains.

More powerful and expanded capabilities for working with hashes, along with an easy to use
and customizable user interface for managing hash sets and hash libraries.

Define your own tags and associate them with files and email to keep track of important
information. You can use these customized tags to filter data and generate reports.

Completely customize your reports through a new reporting system that allows you to define
all aspects of the report, including headers, footers, custom content, and formatting. You can
now create reports of your evidence data with easy-to-use, supplied templates, edit those
templates, or build your own custom reports.
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Overview

This chapter describes features associated with installing EnCase, such as using dongles, and the
locations of new directories and files.

Using an EnCase Dongle

Insert the dongle into a USB port after installing the software; only then can you run EnCase Forensic.

EnCase Forensic will work with either the Sentinel HASP dongle that was provided to EnCase Version
5 and Version 6 users, or the Codemeter dongle that is new to EnCase Version 7.

Sentinel HASP Dongle

If you have a previous version of EnCase Forensic, you will be installing the HASP drivers along with
the product.

If you are upgrading, and do not already have the HASP drivers installed, or the drivers need to be
updated, make sure that the box for installing HASP drivers is checked when running EnCase
Forensic.

Codemeter Dongle

If you are a new user of EnCase Forensic, use the new Codemeter dongle provided with the product.

Using the EnCase Installation Wizard

To install EnCase Forensic on your local machine:

1. Insert the application CD into your computer's CD player.
2. Wait for Autostart to begin.

3. The initial screen displays a field specifying the default install location of EnCase. You can use
this default location, or enter your own installation path.

4. Click Next and click whether you are performing an Install or Reinstall of EnCase Forensic.

Click Next. Depending on your installation, the Installer may display Install Help and Install
HASP Drivers checkboxes.

o Guidance Software recommends that you check the box for Install Help.

o You only need to install the HASP drivers if you are upgrading from a previous version of
EnCase Forensic. If you are performing a reinstall and have already installed the HASP
drivers and the checkbox is present, leave the box cleared. If you do not have a previous
version of EnCase Forensic installed, the HASP drivers checkbox is not displayed.

6. Click Next.
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When the installation wizard has finished copying and installing EnCase Forensic, reboot to
complete the installation. Select whether to Reboot Now and complete the installation
immediately, or Reboot Later.

7. After the computer has rebooted, insert the dongle into a USB port on your computer. You are
now ready to start using the product.

EnCase Version 7 Application Folder Locations

Application Folder

This folder contains files created by the EnCase Installer that are not modified by EnCase.

= Windows 7 and Windows Vista default path: \Program Files\EnCase7
=  Windows XP: \Program Files\EnCase7

Folder Name Description

Certs License certificates

Condition Default conditions

Config Application configuration options

Drivers Application drivers

EnScript Default EnScripts

Filter Default flters

Help Help files

Lib Application library files

License EnLicense files

Mobile Mobile phone drivers

Noise Default noise file

Template Default case templates

ViewLib Outside in libraries
User Data

The following are user-created files that are not necessarily EnCase version or installation-specific..

*  Windows 7 and Windows Vista path: \Users\<Username>\My Documents\EnCase
=  Windows XP: \Documents and Settings\<Username>\My Documents\EnCase
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Backup:

Windows 7 and Windows Vista path: \Users\<Username>\My Documents\EnCase
Windows XP: \Documents and Settings\<Username>\My Documents\EnCase

Folder Name
Condition
EnScript
Filter

Keys
Keyword
Logs

Search
Template

Backup

Case Folder

Description

User defined conditions

User defined EnScripts

User defined filters

Encryption keys

User defined keyword searches
Console logs

User defined searches

User defined case templates

Default case backup location

This folder contains all files that make up a Version 7 case.

Windows 7 and Windows Vista default path: \Users\<Username>\My
Documents\EnCase\<Case Name>

Windows XP: \Documents and Settings\<Username>\My
Documents\EnCase\<Case Name>

Item

Corrupt Pictures
Email

Export

Results

Searches

Tags

Temp

Description

Corrupt pictures

Email thread database
Default Case Export folder
Results of search queries

Keyword search results (non-Evidence
Processor)

Tag database

Default Case Temp folder
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<Case Name>.Case EnCase Case file

Evidence Cache

This folder contains the cache, index, and keywords results for a device, which are created by the
Evidence Processor.

=  Windows 7 and Windows Vista default path: \Users\<Username>\My
Documents\EnCase\Evidence Cache\<Hash>

=  Windows XP: \Documents and Settings\<Username>\My
Documents\EnCase\Evidence Cache\<Hash>

Item Description
Device Cache Device caches
Devicelndex Device index
Searches Keyword search results (Evidence
Processor)
User Application Data

This folder contains configuration files and temporary user files associated with a specific user and
EnCase installation folder.

=  Windows 7 and Windows Vista path: \Users\<Username>\App
Data\Roaming\EnCase\EnCase7-<#>

=  Windows XP: \Documents and Settings\<Username>\Application
Data\EnCase\EnCase7-<#>

Folder Description

Conlfig User edited application configuration files

Global Application Data

This folder contains files that are used to configure EnCase regardless of the user.

Windows 7 and Windows Vista path:

= \Users\All Users\AppData\EnCase
= \Users\All Users\AppData\EnCase\EnCase7-<#>
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Windows XP:

= \Documents and Settings\All Users\Application Data\EnCase
= \Documents and Settings\All Users\Application Data\EnCase\EnCase7-<#>
Note: \Users\All Users\AppData = \ProgramData

Item Description
Logos Default report logo
Config NAS and other global configuration files
ParseCache Parse cache files
Storage EnScript configuration files
Shared Files

This is a a folder location where you store shared files such as EnScripts, searches, conditions, keys, file
types, text styles, and so forth.

=  Windows 7 and Windows Vista path: <User Defined>
*  Windows XP: <User Defined>
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Overview

This chapter describes using EnCase to create and start work on a case, using its new user interface,
explains how to navigate the interface to access EnCase features, and guides you through the initial
stages of usage. Its purpose is to familiarize you with the new user interface design, and explain where
the main features are located.

Launching EnCase for the First Time

When you launch a fully licensed version of EnCase for the first time, your main screen appears as
shown below:

5‘: EnCase V7 Preview Edition EIE@

= Case v &3 View = i} Tools %2 EnScript e -

%4 Home

#100% * ) &) “ZoomIn ~ Zoom Out -

Version 7.0
Ell 1IaSE

FILE

MNew Case
=< Open

TOOLS
= Options

HELP
About

The Home page, like all pages within EnCase, is divided into several sections, each with a specific set
of functions. In descending order, they are as follows:

Application Toolbar ~ Appears below the title bar, and provides drop-down menus to
major functionality. The menus and their selections are primarily
static throughout your investigation. The menus and their
selections are discussed in more detail later in this chapter.
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Tabs

Tab Toolbar

Page body

Similar to tabs in Internet browsers, each top level tab displays a
page that groups EnCase functionality. When you open EnCase for
the first time, only the Home tab is available.

These components include the back and forward arrows, which
function the same as in any standard browser, and various viewing
options that allow you to resize the panel dimensions to whatever
best suits your needs. This toolbar also contains menus and buttons
that are specific to the selected tab.

The Page body varies, depending on the tab that you are viewing,.
The Home page consists of labels that identify the product, case,
the functionality available, and sections that identify categories of
EnCase components and contain links to the features or actions
belonging to each category.

Creating a Case

After installing and configuring EnCase, you can create a new case with an EnCase-supplied case
template. Following are instructions for creating a new case with an EnCase-supplied case template.

After you create a case, most of the EnCase features and their navigation paths become available. You

begin creating a case

To create a new case:

from the Case pane.

1. Click New Case beneath the FILE category on the Main panel body.

2. The Case Options dialog displays. This dialog is where you select a case template. You must

also name the case.

3. In the figure below, the Basic template is selected.
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4. You can enter a case Name at this point, then click OK.

Case Options @
Templates MName
_# None
# Basic
i F ) Full case path
» Forensic
< Ch\Users\ed.covello\Documents\EnCase\Cases
Base case folder
Ch\Users\ed.covello\Documents\EnCase\Cases LJ
Primary evidence cache
C:\Users\ed.covello\Documents\EnCase'\EvidenceCache D
Secondary evidence cache
Case info
& [ Split Mode ~ (%7 Edit 5 Delete o) New -
Name Value
1 ||&) Case Number <Insert CaseNumber>
2 ||&) Examiner Name <Insert ExaminerName>
3 Q_IDescription <Insert Description>
[ 0K l I Cancel ‘

When you create a new case, you will see a list of available templates (these are.CaseTemplate
files). EnCase supplies several predefined templates, whose names appear in this box along with
any saved templates.

To select a template:
o Click on a name from the case Templates list to select it. In the above figure, the Basic

template is selected.

Although you can configure a new case completely from scratch, Guidance Software recommends
using a template, as it simplifies the case creation process. Each case template contains a uniquely
configured set of the following:

o Case Info items with default values
o Bookmark folders and notes

o Tagnames

o Report template

o User-defined report styles

You can also create your own templates by saving any case as a template. Afterwards, the new
template will appear in the Templates list and will be available for future use. If you intend to
create a number of cases with a similar structure, it makes sense to save one of them as a template
and use it to generate the other cases.

Name: A text string you enter to identify the Case file. In EnCase Version 7, a case is no longer
contained within a single file, but is a folder containing many components. The name specified in
this field will be used to name the Case folder, as well as components contained within that folder.

Base Case folder: The folder in which the case file is stored. This field is not writable.

Base Case folder: This is the location where the above case folder will be created. By default,
EnCase uses a folder under the users My Documents folder. This field is not writable.
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Primary evidence cache: EnCase Version 7 uses cache files to speed up application
responsiveness, enhance stability, and provide scalability across large data sets. The primary
evidence cache folder is the location where EnCase will save and/or access these files. Cache files
may be created in advance through the Evidence Processor and a user can simply point to a folder
that contains this data. Although there is an evidence cache for each device in a case, the evidence
cache does not need to be stored with the evidence files. If cache files have not been created for a
device, they will be stored in this folder when the Evidence Processor is run. This field is not
writable.

Secondary evidence cache: EnCase allows a user to specify a secondary location where a
previously created evidence cache can be found. This allows users to specify a folder on a network
share or other location where cache files may be stored. Unlike the primary evidence cache folder,
EnCase will only read previously created files from this location. All new cache files will be stored
in the Primary evidence cache folder. This field is not writable.

Case info: Case Info Items are user configurable name-value pairs that document information
about the current case. These items are primarily used to insert user-definable information into a
Report. To create Case Info Items, use the New button above the table to generate as many name-
value pairs as you need.
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Click OK to apply the case options. The Home tab will then display a page for this particular case with
the case name displayed at the top. This case page lists hyperlinks to many common EnCase features
and you can use it as the main landing page for this case. You are now ready to begin building your
case.

E EnCase V7 Preview Edition EI@
El Case (Test_A) = i_}}‘u'iew = Tools = i EnScript ~ %] Search + -5 Add Evidence ~ e -
%4 Home
#100% * (J &) “ZoomIn ~ Zoom Out -

A case contains evidence and =
Case: Test A bookmarks
EVIDENCE

& Add Evidence
%4 Process Evidence

SEARCH

" Search
= Search Results

BROWSE

m

& Evidence
¥ Records

REPORT

= Reports
> Bookmarks
£l Report Templates

CASE

@ Case Info Items
= Options

& Hash Libraries
| Save

& Close

Test A

Adding Evidence to a Case

Once a case is created, you can add evidence to your case by selecting the Add Evidence hyperlink on
the case page or selecting the Add Evidence drop-down menu from the application toolbar.

Both of these methods allow you to add different types of evidence to a case.
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If you click the Add Evidence link on the Case page, the page changes to that shown below. At any
time, you can use the back or forward buttons to help navigate through the different Home tab pages.

22 EnCase Enterprise Training EIE|PZ|
E - Case (03572) = Q\n‘iew * o FTools » “ff EnScript - (jndd Evidence -_@' -
i Home | S Evidence %

) 100% + () &) “ZoomIn T Zoom Out -

Add items to the Case

Add Evidence

FILE

=¥ Add Local Device

7% Add Evidence File

£3 Add Raw Image

B Acquire Smartphone
&5 Add Crossover Preview

< 4

T 03572

The Add Evidence menu also contains these selections and, a selection to access the Evidence
Processor. See the Evidence Processor Overview (on page 26).

The following list describes the possible evidence selections:
Add Local Device

Initiate the process of adding a local device attached directly to your local computer. This can be the
main system drive, or a device attached through a Tableau write-blocker.

Add Evidence File

Specify an evidence file to add to the active case. This can be an EnCase Evidence file (E01) or Logical
Evidence file (LO1).

Add Raw Image
Add a raw or dd image file of a physical device to the active case.
Acquire Smartphone

Acquires a smartphone. After clicking the Acquire Smartphone link, the dialog allows you to specify
the device type and the kinds of data that you want to collect into an evidence file.

Add Crossover Preview

Crossover cable acquisitions require both a subject and forensic machine. This type of acquisition also
negates the need for a hardware write blocker. It may be desirable in situations where physical access
to the subject machine's internal media is difficult or not practical. This is the recommended method
for acquiring laptops and exotic RAID arrays. This option allows you to preview a machine acquired
through a crossover cable acquisition.
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Process Evidence

Process the case evidence, in an automated fashion, across a wide selection of parameters. This
selection includes features such as:

= Analyzing file signatures. See File Signature Analysis (on page 34).

* Creating an index of the case evidence data. See Index Text (on page 33).

= Searching for email threads and conversations. See Find Email (on page 30) and Thread Email
(on page 31).

= Searching Internet artifacts. See Find Internet Artifacts (on page 31).

See the Evidence Processor Overview (see "Overview" on page 26) for more information on the
processing of evidence.

Browsing Case Data

After creating a case and adding evidence, use the Evidence link on the case home page to view the
evidence in a number of different ways.

BROWSE

¢S Evidence
1S Records

The Evidence tab allows you to drill into selected devices to get a Tree-Table view similar to the
following:
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EnCase Enterprise Trai

Eg Case (5AZ011C) Q\n‘iew - .{:;}Tools ~ “i% Enscript ~ %] Search + laj.qdd Evidence -
{3t Home: | <= Evidence Xl
o o A viewing (Entry) = - | {= Condition * F Filker v -2 Tags = @Open with <43 Bookmark = | ';%Find related = Device = Q) - -
4 DRF Tz Entries EHTable | 4 Timeline  [E Gallery
« DRI
=4 T R Selected 5111 -
4 DRF i Session-1 o / I I I
File: File: File: 7 -
D@"!" U3 System (IS('?)) Marmne | Tag | Ext | e Eetemay | Signature Description
W U3 System (Jaliet) O | &F Volume, Sector 0-3583, ...
[ 2 | W session-1 Falder
R 3 | U3 System (150) Falder
R 4 | ] AUTORUN.INF INF  Information Setup Windows File:
R 5 | ] LAUNCHUS.EXE EXE  ‘Windows Executable  Executable File:
R & | ] LAUNCH~0.ZIP ZIP  ZIP Compressed Archive File:
rE- '?" U3 Syskem (Joliet) Folder
[J & | autorun.inf inf Information Setup Windows File:
[ 9 | LaunchU3.exe exe  Windows Executable  Executable File:
O 1o | LaunchPad.zip zip ZIP Compressed Archive File
R 11 | B Unallocated Clusters File, Unallocated Clusters
< | 4
|} Fields Repart: Text |#| Doc =] Transcript E Ficture  ofeFile Extents |5 Permissions Hash Sets T Lack
|| Codepage A, + FAFind | 23 Copy -
ME 41 75 74 &F 52 75 6B 5D 20 oD @4 &F 7@ &5 6E 3D 4C 61 75 ©E 63 685 55 33 2E 65 78 65 20 2D &1 @D a4 &3 E;—‘.ll‘tOF.llrl] apen=LaunchUi.exe -a 1 e
@035 63 6F 6E 3D 4C 61 75 SE 63 65 55 33 2E 65 78 &5 2C 30 20 @D 04 0D 04 5B 44 &5 66 69 6 69 74 69 &F &6E 73 |con=LaunchuUz.exe,d [Definitions —
@070 50 a0 @4 4C 61 75 GE 63 65 70 61 &4 3D 4C 61 75 SE 63 65 50 61 &4 2E 65 78 &5 0D @A 56 74 79 70 &5 30 32 |] Launchpad=LaunchPad.exe vtype=2
@l1e5 oD @4 oD @4 5B 43 6F 7@ 72 46 62 &C 65 73 50 0D 04 46 69 &C 65 4E 75 60 62 65 72 30 31 0D 04 46 83 &C &5 [CopyFiles] Filelumber=1 File ..

You can also browse images in Gallery view:

E Gallery

,? j_ﬁ' Fewer Columns j_ﬁ’ More Columns

(]} lFewer Colurmns {Murm -3 i HashSetT...

[ == Hashlibcu,..

] | Main Scre... P | Tools Opti... [ |l Storage P...

] == options-F... | ptions-st. .,

hi

Options-M...

O = ] ==l Bam_cCath... || Bam_hur...

L

Bam_Bone. ..

i 54201 ICiFiSession-liUS Sistem iJoIietiiautorun.inF
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Setting Case Options

Case settings are specific to individual cases. You access case options from the Case Home page by
clicking Case > Options.

Options

Options | Device Cache

==l

MName

Full case path
Ch\Users\ed.covello\Documents\EnCase\ Cases'\ Test_A

Primary evidence cache

C\Users\ed.covello\Documents\EnCase\EvidenceCache

Secondary evidence cache

Case info

Ll split Mode ~ [%f Edit 3 Delete |1 New

MName Value
1 ||&) Case Number <Insert CaseMumber>

2 ||&) Examiner Name
3 Q_IDescription <Insert Description>

<Insert ExaminerMName>

0K ] [ Cancel

To configure case options:

1. Note that you cannot change the Name or the Case folder; they are there for informational

purposes only and are read only.

2. You can change the following options:

o Local evidence: Use the browse button to change this folder to use that of the Primary

Evidence Cache.

o Global evidence: Use the browse button to change this folder to use that of the Secondary

Evidence Cache.

3. To add or edit Case Info items, click the appropriate button on the Case Info toolbar.

Working with Cases

Use the Case menu and the Case selections on the Case Home page to work with the parameters of

and perform actions on your case.

CASE

D Case Info Items
Options

24 Hash Libraries
= save

LY
O Close
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Following are a list of basic operations for working with a case. Use the menu items on the Case menu,
and the links beneath the Case section on the Case panel for these operations:

Case Selections

Save Saves the current case file.The default
suffix for a case file is *Case; the default
suffix for a backup case file is *cbak.

Save As... Use to save and rename the current case
file, or create a copy of the case file with a
different name.

Save As Template... Use to save the case as an EnCase template
to use with new cases. The extension for a
case template file is *.CaseTemplate.

Close Closes the active case file.

Open... Opens an existing case file. Note that you
can have more than one case file active at a
time.

New Case... Opens the Case Options dialog so that you

can create a new case file.

Options... Allows you to edit the Case Options for the
active case.

Hash Libraries... Displays the Hash Libraries dialog, which
provides a list of hash libraries and hash
sets used in the current case, and allows
you to change libraries, or enable and
disable hash libraries and sets.

Case Info Items Clicking this link under the Cases section
takes you to the Case Info Items tab, which
displays, in tree and tabular form, the
name-value pairs about case information
from the Case Options dialog.
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Overview

After adding evidence to a case, the first task you undertake is running the EnCase Evidence
Processor. The Evidence Processor lets you run, in a single automated session, a collection of potent
analytic tools against your case data. Since you can run the Evidence Processor unattended, you can
work on other aspects of the case while this tool is processing data. In short order, the case data will be
processed and ready for you to begin the key analytic and reporting phases of your investigation.

Evidence Processor functions fall into two categories:

= Preparation
= Processing
You can run the Evidence Processor using a template with saved or preconfigured settings, or you can

select the analytic tools to enable and customize their settings prior to running it. If additional
evidence becomes available at a later date, you can always re-run the same options on that data.

A major benefit of the Evidence Processor is that its settings do not require user interaction during
operation.

The following evidence processing functions are available:

= Recover folder

= Hash analysis

* Expansion of compound files
= Find email

= Find Internet artifacts

=  Search for keywords

= Index text
Additionally, the following operations are always run with Evidence Processor:

= File signature analysis.
= Protected file analysis.
= Creating thumbnails from images.

=  Thread email.
The EnCase Evidence Processor contains numerous useful features:

= The simultaneous processing of multiple devices.
* The convenience of acquiring devices right from the Evidence Processor.

= Saving sets of Evidence Processor options as templates to be run with little or no modification
at a later date.

= The ability to be run from the command line.

=  On-screen instructions that guide you through the use of each setting.

= Automatic processing of the results from any EnScript modules according to the current
processor settings (Index, Keyword search, etc.).

Before using the Evidence Processor:

= There must be evidence in your case to process.
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If you are previewing a device, you must acquire that device prior to processing or as part of
the processing..

You should confirm that time zone settings are configured properly.

Configuring Time Zone Settings

To configure time zone settings:

1
2
3.
4

Click the Evidence tab; a list of your devices displays in the Table tab.

Select the device that you wish to modify.

Click the drop-down menu on the far right side of the Evidence tab.

Click Modify time settings... the Case Time Settings dialog appears. Select the check box,
whether you want to account for daylight savings time, and a Time Zone if you want to
Convert all dates to correspond to one time zone, and click OK.

Case Time Settings

Daylight Setting

[ Conwvert all dates ko correspond ta one time zone

(GMT) Casablanca

{GMT) Coordinated Universal Time

{GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London
(GMT) Monravia, Reyvkjavik

(GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
(GMT+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague
(GMT-+01:00) Brussels, Copenhagen, Madrid, Paris
(GMT+01:00) Sarajevo, Skopje, Warsaw, Zagreb

(GMT+01:00) West Central Africa

(GMT+01:00) Windhoek

(GMT+02:00) Amman

(GMT+02:00) Athens, Bucharest, Istanbul

(GMT-+02:00) Beirut

[ Ok ] [ Cancel

Preparing the Evidence to Process

Once you have added evidence to your case and configured the time zone settings, you must:

Acquire the evidence.

Select which evidence you intend to run through the Evidence Processor.

To acquire and run select evidence through the Evidence Processor in a single operation:
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1.

Click Process Evidence beneath Evidence on the Case Home page to display the EnCase
Evidence Processor window.

EnCase Evidence Processor @
Evidence Name
F Ll split Mode = % Edit -
Acquire | Process MName T\fr:-le”;nn:a
[d [ W7_Sample_Evidence
F [ split Mode ~ [ Save Settings [ Load Settings |7 Edit -
Task Enabled Recover folders

Recaver folders F
File signature analysis . This setting lets you recover folders that have been deleted or
Protected file analysis . corrupted, so as to locate hidden files on FAT and NTFS volumes.
Hash analysis [
Expand compound files L

P P - Current Options
Find email T
Find internet artifacts T Disabled
Search for keywords (]
Index text O

F] Modules
File Carver (]
IM Parser (]
QK l [ Cancel

The Evidence Name pane contains checkboxes for acquiring and processing evidence. Note
that you must acquire previewed evidence before you can process it. Initially, the checkboxes
in the Evidence Name pane are cleared. Check the boxes for the evidence you want to acquire
and/or process. If you have already acquired an item of evidence named in the list, you do not
need to check the Acquire box for that item.

In the example below, we acquire devices "G" and "SmallDrive" by checking their boxes for
Acquire and set them up for processing by checking their boxes for Process.

Evidence Mame

T L split Mode ~ | Edit

Acquire | Process MName T;‘Enu;rggnte
| O o (GMT-08:00) Pacific Time (US & Canada)
BT M G (GEMT-08:00) Pacific Time (U5 & Canada)
| @ |F (GMT-08:007 Pacific Time (US & Canada)

BT T SmallDrive (GEMT-08:00) Pacific Time (U5 & Canada)
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Managing Evidence Processor Settings

The lower left pane of the Evidence Processor dialog contains a table with the following elements:

= A toolbar.
= A list of the Evidence Processor Tasks.
= A checkbox that allows you to Enable (or disable) each task.

Use this pane to choose which processor settings to run and to configure their settings.

Using the Processor Settings Toolbar

File and edit settings for the Evidence Processor selections pane are located in its toolbar.

‘ T (L] split Mode v | Save Settings [ Load Settings | Edit - |
Setting Description
Split Mode Change the display format of the options pane.
Save Settings Save the current selection of settings as an Evidence

Processor template.

Load Settings Load a saved template to run against the current
data.

Edit Edit the options for a selected task in the window.

Drop-down side menu Allows you to perform actions such as printing the

results, and changing the layout of the Evidence
Processor panels.

Evidence Processing Tasks

Use this pane to select which processing tasks to configure and run.

To select an option, click its Enable checkbox.

= If a task name is listed in a blue font, click on its task name to configure it.

= If a task name is listed in a black font, no further configuration is necessary.
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Task Enabled
Recover folders F
File signature analysis
Protected file analysis
Hash analysis
Expand compound files

Find email

HEO® - -

Find internet artifacts
Search for keywords
Index text

4 Modules

oo

[}

File Carver

IM Parser

Recover Folders

Running the Recover Folders task on FAT partitions searches through the unallocated clusters of a
specific FAT partition for the “dot, double-dot” signature of a deleted folder. When the signature
matches, EnCase can rebuild files and folders that were within the deleted folder.

This task can recover NTFES files and folders from Unallocated Clusters and continue to parse through
the current Master File Table (MFT) records for files without parent folders. This operation is
particularly useful when a drive has been reformatted or the MFT is corrupted. Recovered files are
placed in the gray Recovered Folders virtual folder in the root of the NTFS partition.

Hash Analysis

A hash is a digital fingerprint of a file or collection of data, commonly represented as a string of binary
data written in hexadecimal notation. In EnCase, it is the result of a hash function run against any
mounted drive, partition, file, or chunk of data. The most common uses for hashes are to:

* Identify when a chunk of data changes, which frequently indicates evidence tampering.

= Verify that data has not changed, in which case the hash should be the same both before and
after the verification.
= Compare a hash value against a library of known good and bad hashes, seeking a match.

The Evidence Processor's hash analysis setting allows you to create MD5 and SHA-1 hash values for
files, so that you can later use them for the reasons specified above. When you click the Hash Analysis
hyperlinked name, the Edit Settings dialog appears, allowing you to check whether to run either or
both of these hashing algorithms.

Find Email
Select this setting to extract individual messages from email archives.

To select which email archive types to search for messages:

1. Click Find Email.

2. Click the email archive file types whose messages you want to examine, and click OK.

3. Check the Find Email box.
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After processing is completed, EnCase can analyze the component files extracted from the archives,
according to the other Evidence Processor settings you selected.

Thread Email
By default, the Evidence Processor performs a thread analysis on email messages that it processes.
Once your evidence has been processed, you can track the different email threads and communication

patterns among senders and receivers of the messages with the Show Conversation and Show Related
email features.

Find Internet Artifacts

Choose this Evidence Processor setting to find Internet-related artifacts, such as browser histories and
cached Web pages. You can also use this setting to search for Internet artifacts of various types within
unallocated space.

Search for Keywords

Use this option to run a raw keyword search during the processing. Once you enable Search for
Keywords by checking its box, the keyword list for the current case is displayed in the right panel.

T [ split Mode + | Save Settings [ Load Settings S Edit =
Task Enshled Search for keywords
Recover folders [
File signaturs analysis U Use this facility to search raw text for specific keywords.
Pratected file analysis 'f The keywords and their settings are specified below.
Hash analysis O
Create image thumbnails (]}
Expand compound files (] Current Options
Find emil I; terminator
Thread email [ fareign
Find internet artifacts (] basic
Search For keywords (i contain
Indes bext O
Modules

To edit the keyword settings:
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1.

Click Search for Keywords. The Edit Keyword List dialog appears.

[5earch entry slack [Juse initialized size
Undelete entries before searching [5earch only slack area of entriss in Hash Library
Keywords
T “addkeywordList 1L split Mode = SfEdi 3 Delste = New
= Keywords Search Case | ‘Whole | ANSI ; Unicode Code
WIS Expression eRE Sensitive | Word | Latin - 1 Unftweto Big-endian e B Pages
1|5 Chuck ] Chuck 1 P (]} .
2| = Rerxes Herxes (]} (]} . .
3 | = Fentan.| Fentan.| . (]} (]} . .
4 | = Spike Smithers Spike Smithers [d [d . . .
Ok ] [ Cancel

In the dialog, use the checkboxes and toolbar items to:

o add a keywords list to a file

o add new keywords

o edit keywords

o delete keywords

o specify where and how to search

o change the layout of the keyword table

Search entry slack

Undelete entries before searching

[Juse initialized size

[5earch only slack area of entriss in Hash Library

Keywords
]1' “ add Keyword Lisk - ’}?Edit T Delste - Mew -
s Keywords Search Case | ‘Whale | ANSI .
W) Expression e Sensitive | Word | Latin - 1 EIEEt)

1| &= terminator (]} [0 .
2 | = Known characters 01 Puzzle master (]} [0 .
3 | 5 James Smith Bentley Storm (]} (]} .
4 | & Roy Fantonini Avant Garde [d [d .
< | ¥

Ok ] [ Cancel
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To add a new keyword:

1. In the Edit Keyword dialog, click New. The New Keyword dialog appears.

New Keyword

Search Expression
Fricka

Mame
Frickal

Search Options

[Junicode Big-endian

Unicode Yiew

Search Expression | Code Page | Keyword tester

AMST Latin - 1 [CJerer

UTFS [Jcase sensitive
[CJutr? [whale word
Unicode

GREF Symbals
\WwFFFF  Unicode character

‘\xFF Hex character

. Any character

# Any number [0-9]

7 Repeat zero or one time

+ Repeat at least once
[A-Z] A through 2
o Repeat zero+ times
[xvZ] Either ¥, ¥, or 2
[~¥¥Z] Meither ¥ nor ¥ nor 2
Literal character
{ab) Group ab together For 7, +, *, |
{m,n}  Repeat m ko ntimes
alb Either aor b

[0046 006610052 0072][0049 0062][0043 0063][004E O0EE][0041 0061]

X

[ o

] [ Cancel

2. Enter a new keyword in the Search Expression box.

3. If you intend to search for keywords using a different character set, you may need to change

the code page. In that case, click the Code Page tab, scroll through the list, and check the code

page Name you want.

Index Text

Choose this selection to create a searchable index of the data in the case Creating an index will allow
users to instantly search for terms in a variety of ways. You can adjust parameters for index creation
such as the minimum word length to index, or whether to use a noise file (a file containing specific

words to ignore).

Compared to keyword searches, which search on the raw text, index searches search on the transcript

output of the file.

Generating an index can take time; however, the trade-off in time spent creating the index yields a

greater payoff with near instantaneous search times. Guidance Software recommends always indexing

your case data.

Create Image Thumbnails

By default, the Evidence Processor generates thumbnails for all image files and stores them as part of

the cache.
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Because thumbnails are smaller and load faster, generating thumbnails significantly improves the
speed with which you can work with pictures in EnCase.

Expand Compound Files
Use this setting to expand archive files, including .zip and .rar files, and/or registry archives.

For archive files, EnCase will extract the compressed or archived files and process them, according to
the other Evidence Processor settings that you have chosen. This includes nested archive files, or zip
files within a zip file.

File Signature Analysis

A common technique used to hide data and disguise the true nature of a file is to rename the file and
change its extension; for example, renaming an image file with a .jpg extension to a file with a .dll
extension, which is not associated with a graphics file.

This process will determine whether the extension of a file has been modified, and whether it matches
the type of file that is specified by the file's header bytes. The process is not user configurable and is
always enabled, because it is necessary to support other operations within EnCase.

Protected File Analysis

Encrypted and password protected files are frequently good ways to hide data. The Evidence
Processor's protected file analysis process identifies these types of files, and information about the
application used to protect them. This process is not user configurable and is always enabled because
it takes no additional time.

Modules

The EnCase Evidence Processor has the ability to run add-in modules during processing. Some
modules will ship as part of EnCase, and customers can add their own modules also. Click on the
Modules Folder to open it and access additional evidence processing features.

IM Parser

The IM Parser allows you to search for Instant Messenger artifacts from MSN , Yahoo and AOL Instant
messenger clients. These artifacts include messages and buddy list contents. It also allows you to select
where to search from several general location categories.
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When you enable IM Parser processing and click the module name, the following dialog appears that
allows you to configure its options:

IM Parser ['5__(|
IM Types Scan
A0L () Selected Files Only
i () all Files
Y¥ahoo Scan Unallocated
o | [ Cancel
File Carver

This File Carver module allows you to search evidence for file fragments based on a specific set of
parameters, such as known file size and file signature, and can examine unallocated space.
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Overview

Email is a key area for forensic investigation, as it not only maintains a record of individual and
corporate communications, but also contains date stamps, provides additional names or corporate
entities, and may contain attachments, all of which can add to an investigation and supply further
leads.

When email is viewed in a case, EnCase can search for specific kinds of mail and parse its contents.
EnCase lets you view email in a format that is similar to common email programs (for example, the
Microsoft Office Outlook client). The views are customizable (you can view the data in tree, table, and
composite views), allowing you to see only the data you want in the format you find most convenient.

EnCase also allows you to track email threads. In most situations, thread tracking can span multiple
email repositories, simplifying investigations that were previously complex and time-consuming. You

use the Search Results tab and Email Threading to view data across multiple repositories.

Before conducting your email analysis, make sure that you have already processed your case data with
the Evidence Processor Find email selection checked.

The following figure shows an example of an Outlook PST file being examined in EnCase.
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v
-

%1 EnCase Enterprise Training

Case (Case_09) + Q\n‘iew T FTools v “t% EnScript v %] Search + ﬁndd Evidence
fjiHome S=Resuls * | S Evidence X
o @ A Wiewing (2003 EmailThread.pst) = ¥ | [{£ Condition ~ F Filter  “S1Tags @;Go ko file ‘g Find related - -\?‘ Show conversation -
4 D=1 2003 EmailThread.pst E5 Table FE zallery
4 DR | Root folder
T Selected 4/40 -
4 R | Topof Personal Folders
Mame From Fields To Bcc
T | Thread Test -
rE- . Top of Personal Folders
o] | LostItems
Ff = | Thread Test .
O 4 (Il RE:EmailThreading Test Keeney-Robinson, Michael ... . Chandroo, David <...
O s Il Fw:EmaiThreading Test Keeney-Robinson, Michael ... . Chandroo, David <...
O e (Il RE: Thank You Keeney-Robinson, Michael ... . Chandroo, David <... |
M 7 il Thank You Chandroo, David </0=GLL... . Keeney-Robinson, ...
O s Il Fw:EmaiThreading Test Chandroo, David </0=GLL... . Martin, Toris <taris...
O e il EmailThreading Test Chandroo, David </0=GLL... . Keeney-Robinson, ...
O 1o (Il RE:EmailThreading Test Chandroo, David </0=GLL... . Keeney-Robinson, ...
[ (Il RE:EmailThreading Test Keeney-Robinson, Michael ... . Chandroo, David <...
1z Il Fw: Thank You Martin, Toris </O=GUIDAN... . Keeney-Robinson, ...
(k] Il Fw:EmaiThreading Test Martin, Toris </O=GUIDAN... . Keeney-Robinson, ...
14 Il Messages .
[ 15 | =1 RE: EmailThreading Test Keeney-Robinson, Michael ... . Chandroo, David <... w
< | ¥
=] Repart Text Hex =¥ Decode [#|Doc |Z| Transcript  [EPicturs 1) Fields || Lock
!‘Q, 100% + || Codepage Ax ~ “ZoomIn " Zoom Out hd
Name RE: Thank You A
Fields =
Replying to ALL as Requested
From: Chandroo, David
Sent: Thursday, December 02, 2010 1:52 PM
To: Keeney-Robinson, Michael; Martin, Toris
Subject: Thank You
v
_T Case_09\EmaiThread2003 EmailThread. pstiRoot folderi Top of Personal FoldersiThread TestiRE: Thank YoulRE: Thank You

In the above screen, an expanded tree view of an Outlook PST file and its folders is shown in the left
pane, while the messages belonging to the PST file are shown in the right pane, and the contents of a
selected message are shown in the bottom pane.

Displaying Email Threads

EnCase analyzes two forms of email threading:

=  Conversations

= Related messages

Important: Before you can analyze email threading, you must have already run the Evidence
Processor against your case evidence with the Find email option selected.

To choose which form of threading to examine:

1. Click on the Entries tab and click to select an email in the Table pane.
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2. On the Entries toolbar, click either the Viewing (Show Conversation) or Show Related
button.

Show Conversation

Email threading is based on conversation-thread related information found in the email message
headers.

Different email systems use different methods of identifying conversations; for example:

= The header fields Message-ID, Reply-To-ID, and References.
= The header field Conversation Index.
= The header field Thread-Index.

= Multiple mechanisms, because the messages of interest cross email system boundaries. In these
cases, EnCase builds a separate conversation tree for each type of data found in the header (for
example, one using Message-1D/References and another using Conversation Indexes) and displays
the conversation tree containing the most email.

EnCase can display conversations for all supported email types except AOL, because AOL messages
do not store thread-related information. However, the feature cannot always reconstruct complete
conversations when the conversations include messages from multiple email systems. For example,
EnCase cannot fully recreate a conversation where some users are using Outlook, some are using
Lotus Notes, and others Thunderbird.

If an email does not have any of the message header fields specified above, EnCase cannot construct a
conversation thread for it. Selecting such an email and clicking Show Conversation results in a tree
containing only the selected email.

The following figure shows a conversation list for a selected email (from inside the Records tab for the
email you want to view, go to Evidence > Viewing (Show Conversation) > Table). Note how the
emails contained within the conversation list are identified by their conversation index ID.
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2 EnCase Enterprise Training

Bl Case (Email) + hfé\p'iew v ETools v % EnScript w %] Search v 5 Add Evidence -

@Hnme ¢S Evidence #

0 e 4r Viewing (Show conversation) + Split Mode = | [ Condition * FFilter + “STags + s Bookmark - @-Gn to File "-éFind related =

la | =7 Emai Message Inf 5 Table

4 @] [= Emaill
DL Fw: Emailt T [ selected ofs

From Cc Beo ETda'I
1 |encaseuser] <ENCASEUISERL> encaseuser3 <enca... encaseuserd <enca... Conversation Indes: 01ch82aacaZ52e5abeq9159e42ddachd 141F51451650
[C] 2 | encaseuserz <ENCASEUSER2>  encaseuserd <enca... Conversation Indes: 01ché2aaca252e5abe4915%e42ddaobd 141 f5145168000007ef020
[T 3 | encase user? <EMCASEUSERZ > Conversation Index: 01cb82aaca?52e5abed4915942dd8%hd141F5145168c00007a3020
4 | encaseuserd <EMCASEUSERI> Conversation Indes: 01ché2aaca?52e5abe4915%e42ddaohd 141751 45168c035200a520
[C] 5 | encaseuser4 <ENCASEUSER4> Conversation Indes: 01ch8Zaaca2s2e5abeq915%42ddasbd 14151 45168003800a5200
< 3 NES |

1} Fields J Repork

) 100% »  “ZoomIn  Zoom Out
Name RE: Emaill
Subject RE: Emaill

Sent 11/12/10 01:01:26PM
To encaseuserl <encaseuserl@fenced0i local>
From encase user2 <ENCASEUSERZ >

_1 Email\Email Enhancementiedbiprivi . edbiRoot FolderiMaibox - encaseuser11Top of Infarmation StorelInboxiRE: Emaill{RE: Emaill

Displaying Related Messages

The Related Messages feature is based solely on the email's subject line. The feature is useful when an
examiner suspects that Show Conversation is not displaying a complete conversation thread.

All emails with identical subject lines are considered related and displayed together.

EnCase can show related emails for all supported email types. There are no limitations caused by
emails originating from different email systems. Since Show Related only looks at the subject line of a
message, the emails displayed may not all be related, depending upon the uniqueness of the subject
line.
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Following is an example of a list of related emails. The list is displayed in the left pane; the content of
the first email in the list is displayed in Report view (from inside the Records tab for the email you
want to view, go to Evidence > Find Related > Report).

2% EnCase Enterprise Training

Eg Case (Email) + Q\n‘iew T FTools v “t% EnScript v %] Search + ﬁndd Evidence

&Home 5 Evidence ¥

o 0 4 viewing (Show related messages) + Split Mode « | [{£ Condition ~ F Filter v “S1Tags < Bookmark - @;Go ko file ';%Find related

4 [_][=] Email Message Info || Fields jReport

9 Emaill -
SJ R ) 100% v  “ZoomIn  Zoom Out
=] RE: Emai
=9 Emailt Name Emaill
[ (=9 Emailt Subject Emaill
[_][=] RE: Emaill Sent 11/12/10 1247:15PM
= i i o encaseuser? <encaseuser2@fencedi3.local>
(=1 RE: Emaill T 2 2@fencedo3.local
=3 RE: Emaill From encase userl <ENCASEUSERL>
—9 FW: Emaill
SJ RE: Emailt Cc encaseuser3 <encaseuser3@fenced03 local>
=] RE: Emai
Bce encaseuserd <encaseuserd@fenced03 local>

Email Id  Conversation Index: 01ch32aaca252e5abed9159242dd3obd141f5145163c

Sent from Qutlook 2003 on Exchange 2003 with no attachments. To: encaseuser2 CC: encaseuser3 BCO:
encaseuserd Unique Keyword: Homer Comman Keyword: Simpsons

_1 Email\Email Enhancementiedbiprivl.edbiRoot FolderiMailbox - encaseuser1iTop of Information StorelInboxiRE: EmaillyRE: Emaill

Deduplicating Messages

Multiple copies of an email often exist because:

* An email was sent to multiple email aliases.
= The sender’s Sent Items and the recipient’s Inbox are located in a single case multiple times in
different email archives.

To avoid displaying the same message multiple times, EnCase deduplicates (or removes duplicate)
messages in both the Show Conversation and Show Related email views.



CHAPTER 6 ‘

Hashing

= Overview
= Hashing Features

. Working with Hash Libraries



44

EnCase Forensic Version 7 Preview New Features Guide

Overview

Analyzing a large set of files by identifying and matching the unique hash value of each file is an
important part of the computer forensics process. Using the hash library feature of EnCase, you can
import or custom build a library of hash sets, allowing you to identify file matches in the examined
evidence.

Computer forensics analysts often create different hash sets of known illicit images, hacker tools, or
non-compliant software to quickly isolate known "bad" files in evidence. Hash sets are distributed and
shared among users and agencies in multiple formats. These formats include NSRL, EnCase hash sets,
Bit9, and others.

Until recently, the hash set standard to identify a file was the MDS5 hash calculation. Large hash
distribution sets, such as the NSRL set, are now distributed using the SHA-1 hash calculation. EnCase
will offer continued support for MD5 hash sets, from old versions of EnCase and other products, as
well as the new SHA-1 hash format sets.

EnCase uses an extensible format for hash sets that allows:

=  Storing metadata along with the hash value in field form.
= Support of MD5, SHA-1, and additional hash formats within the same file structure.

= Users to associate tags with items in the hash set.

Hashing Features

EnCase Version 7 contains several new and expanded hashing features:
= A versatile user interface for hash library management: you can create hash sets and libraries,
import and export hash libraries, query hash sets, and view hash sets or individual hash items.
= Hash libraries can contain multiple hash sets, and each set can be enabled or disabled.
* You can create as many hash libraries or hash sets as you want.
= If a hash belongs to multiple sets, every match will be reported.
= Each case can use up to two different hash libraries at the same time.

*  You can save individual hashes in a separate folder without placing them in a specific hash set
or hash library (for example, you may want to retain a hash of an item for later use without
committing it to a particular hash set or library).
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Working with Hash Libraries

A hash library is a folder containing the file-based, database-like structure in which EnCase stores
hash sets. To work with hash libraries, click Tools > Manage Hash Library on the Application Toolbar.
The following dialog displays:

Manage Hash Library

Existing Hash Sets
,1' - Edic EJ Mew Hash Set EJ Mesw Hash Library |~ Open Hash Library @ Export Hash Sets | Import Hash Sets 2] Query

| Hash Library Hash
Set Tags
1 |[Z] Hash Set 1 cats tags 4

Marme Cateqgary Counk

From the Manage Hash Library dialog you can manage any existing hash libraries or create a new one.
You use its toolbar to:

Create a new hash library or edit an existing library.
Create new hash sets within a library or edit an existing hash set within a library.
Import and export hash sets from one library to another.

Query a hash library for a particular value.

Creating a Hash Library

To create a hash library, you perform the steps described below:
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= C(Click Tools > Manage Hash Library.
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*  On the Manage Hash Library panel toolbar, click New Hash Library.

Manage Hash Library

Existing Hash Sets

=E| Mew Hash Set | 2| Mew Hash Library |j Open Hash Library @ Export Hash Sets Lj Import Hash Sets 22| Query

Hash
Set Tags

Hash Set 1 cats tags 4

Hash Library

Marme Cateqgary

| Count

* Browse for a folder to hold the hash library. If you use an existing folder, it must be empty
(otherwise, the contents of the folder will be deleted).

= Provide a name for the hash library (for example, Windows 7 Files, Company Secrets, or Hash
Library #1).

= If you wish to import hash sets from another library, select Import Hash Sets from the toolbar.
You can then browse to a library and select individual sets to import. If you wish to create new
hash sets for this library, proceed to the next section.
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Creating a Hash Set

Hash sets (which contain the individual hash entries) are located within hash libraries. There are two
steps to creating a hash set. The first step is to create an empty hash set within a library, and the
second is to add information to it. To create a hash, you perform the steps described below:

1.
2.

Click Tools > Manage Hash Library.

Make sure that you either browse and point to an existing hash library or create a new one.
This is the hash library to which you will add the hash set.

On the Manage Hash Library panel toolbar, click Create New Hash Set.
Enter a Hash Set Name, and enter information for Hash Set Category and Hash Set Tags.

Create Hash Set g|
Existing Hash Sets
Hash
Marme Cateqgary Set Tags Counk

1 i hash set 1 documents known a
Hash Set Mame

hash set 2

Hash Set Category

pictures

Hash Set Tags

kniowin|

[ Ok ] [ Cancel

Click OK and click OK again when you are prompted to add the new hash set. The new hash
set is listed under Existing Hash Sets in the Manage Hash Library panel.

Existing Hash Sets
," ~ % Edit ﬂ Mew Hash Set ﬂ Mew Hash Library | = Open Hash Library @ Export Hash Sets

Hash
Set Tags

1 i hash set 1 documents known 0
2 i hash set 2 pictures knowin a

Marme Cateqgary Counk

Adding Hash Values to a Hash Set

Once you have created a hash set within a library, you can add information to it. The steps for adding
hash values to a hash set are as follows:

S

Add the device or evidence from which you want to generate a hash value to a case.
Hash the files on the device by using the hashing feature of the Evidence Processor.

Go to the table of evidence files or images whose hashes you want to add to the hash set.
On the Evidence tab, under the Entries table, expand the Entries view.

In the Table tab, check those entries whose hash values you want to add to the hash set.
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10.
11.

In the Tab toolbar, click the Entries drop-down menu (indicated by the red arrow, below), and
select Add to Hash Library... The Add to Hash Library Panel displays.

Choose the Hash Library to which to add the hash items by using the Hash Library Type drop
down menu. Select the Primary or Secondary hash library if they are defined, or you can select
Other and browse to a library.

Once you have selected a library, select one or more previously created hash sets from the
Existing Hash Sets window.

On the Add to Hash Library panel, Fields list, select the fields you want to add to the hash
library for the selected items. Some fields are added by default, however, you can add other
optional fields, depending on your needs. All fields that are added to the set will be reported
when a hash comparison matches a particular hash set. The more fields that you add to a set,
the larger the set becomes.

Click OK.

If the hash values were added to a library that was set as the Primary or Secondary hash
library, you can check whether the item was successfully added to the hash set as follows:

o On the Table tab, highlight the row containing the item.
o In the bottom pane, click Hash Sets. The hash set name, hash library, and other hashing

information about the item should appear.

L) Fields || Report Text Hex = Decode [®|Doc || Transcript  [EPicture  oleFile Extents |5 Permissions | 2| Hash Sets

" || Selected 0f2 + b Browse Data

Hash Hash Hash
Set Tags Items Library Path
FE _§| hash set 2 pictures knowin . Ci\Documents and Settingsied. covelloiDeskkopiPrimary
<

Marme Cateqgary

Querying a Hash Library

At times, a user might want to query a hash library for a particular hash value to see if it exists and to
see what metadata exists with that value.

To conduct a query of a known hash value:

1.
2.

On the Home panel, click Tools > Manage Hash Library > Open Hash Library.

On the Browse for Folder dialog, browse to the folder containing the hash library to run the
query against and click OK. The Manage Hash Library dialog now lists the hash sets
belonging to the hash library you opened.

Click Query.
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4. Paste the value into the Hash Value field on the Hash Library Query panel and click Query.

5.

Hash Library Query

Hash Yalue
| 8510091253544d56057 1 2d66beg37169 |

[ Query ]
Matching Hash Items

MOS SHA1
1 |&510b91253544d56b57 12d66bed37 169 cfo20057b30eccb 566201 e62d01 2726006 bocde

Loqical
Size
47,616

(%) show Metadata () Show Hash Sets

Hash Item Metadata

Mame Texk
1 ] File Name EVEMNTLOG.DLL
2 L] File Ext DLL
3 |[] Filetype Crynarnic Link Library

In the above example, the Matching Hash Items table shows that a match occurred against an

MD?5 hash in the selected hash library.

6. You can obtain more detailed information about the matched hash item by clicking either

Show Metadata (shown in above panel) or Show Hash Sets.
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Overview

The EnCase tagging feature allows you to mark evidence items for review. You define tags on a per
case basis and default tags can be part of a Case Template.

Any item that you can currently bookmark can also be tagged. You can search for tagged items, view
them on the Search Results tab, and view the tags associated with a particular item in an Evidence or
Records table.

Following is a list of tag features and characteristics:

You can create tags as part of a case or add them to a Case Template. You can customize each
of the tags with specific colors and display text.

You can edit saved tags: change their colors and text, hide specific tags from viewing, and
delete a tag.

Tags are local to a specific case (that is, you cannot create global tags), and the maximum
number of tags that you can use for a case is 63.

You can directly manipulate tags on the EnCase user interface: change their order, delete
them, and so forth.

You can modify the order in which tags are displayed in the Tag column.

Once you have created a tag, you can build searches based on tags and also tag search results.
You can also combine tags with index and keyword search queries.

You can create tags using EnScript.

Creating Tags

To create a tag:

1.

On the Records, Evidence, or Bookmark tab, click Tags on the toolbar.

&2 EnCase Enterprise Training

Eg Case (1) = Q\n‘iew * o FTools » “ff EnScript - 2| Search + (jndd Evidence

fjiHome | S=Resuls *| S Evidence X /
@ e ¥ viewing (Search Result) + ¥ | [{ Condition ~ F Filter  “S1Tags @; Go to file ';&Find rel

& [l selected 0j1 5% - & 4 Tineling FE Gallery
[] 1 | (0, Keyword Search Selected 1 I [ selected 0f0
[ 2 | %] Resulks from John Doe's ...

71 3 | #2] Search 2

Marme Tag

2. On the Tags dropdown menu, click Manage Tags.

Tags »
¥ Tag selected tems. .. Chrl-T
= Untag selected ikems... Chrl-U
=
Ll Show tag pane Ckrl-Tilde
'Ej Manage tags... Chrl-Slash

3. On the Manage Tags toolbar, click New.
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4. On the New Tag Item panel, enter a Name, the Display Text that you want to appear in the
tag column (use short displaly names to conserve space in the column), and the Frame Color
(foreground and background colors) for the tag. You can also hide or disable the tag by
checking its Hide box.

5. Repeat steps two through four until you have created the tags you want. You can always add,
remove, and rename tags later.

o [ selected 071 ¥ & Remove Tag }’ Rename Tag P Edit 7 Delete ~Chew =
o Frame "
Mame Display Calor Hidden
]| ~= pretrial Pretrial [d
]| ~= Case 7B Case 7B 0-... ]
| -2 appeal fpped I
Ok ] [ Cancel

To tag an evidence item, do the following;:

1. On the Evidence tab, display your evidence items. (You can also assign tags to Records and
Bookmarks.)

2. Select the evidence item to assign a tag by highlighting or checking it.

3. Display a list of available tags by clicking Tags > Show Tag Pane. A pane appears in the lower
right corner of the EnCase user interface containing a list of default and custom tags.

," I Selected 1/4 % Manage tags -

Select All f Deselect All Entries l Count

RT| ~= Review

]| -2 add to Report

]| ~= Fallaw Up with Sub,..
]| -2 1gnore

o o o

4. Check the tag that you want to assign to an evidence item (this example uses the Review tag).

The tag you selected appears in the Tag column of the selected evidence item.
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File: File: File:
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BT 16 | ] msxpsdre.inf ‘AEE inf Information Setup Windows
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You can also set a tag by clicking on its position in the Tag column.

= Display a list of available tags by clicking Tags > Show Tag Pane. The order that the tags are
shown in the table (top to bottom) corresponds to the order that they are displayed in the Tag
column (left to right).

= To set a tag using the Tag column, click the space in the Tag column where the tag would be
displayed, and it will then appear. As an example, if you have two tags configured, half of the
column will be used to display the first tag, and the second half of the column will be used to
display the second tag. If you click in the first half of the tag cell for the item you wish to tag,
that will apply the first tag to that item and it will now appear in the column. To remove a tag,
simply click the tag in the column.

Viewing Tagged Items

The following figure shows the EnCase Tag menu and a portion of a results table with some of the
tagged items. Note how the Tag column can display multiple tags, customized with different text and
in different colors. You can change the order of the tags on a row by clicking on a tag and dragging it
in the Tag pane.

[ Fiter ~ < 1Tags = (% Gotofle | ViewFileStructure &7 07 gl = fDevice ~ v

~| == ¥ Tagselected tems. .. Chrl-T l
s r Lintag selected ikems. .. Chrl-U
] show tag pane Clrl-Tide Tag g
FE jpea JPEG:
[ ] 4 = Manage tags... Ctrl-Slash jpeg  JPEG:
! _| 3645 | |=a show_thumbnail_ro... g WPEG!
. | 3646 || == big-viewer-WIFI-04.., o ] jpg  WEG:
[ 3647 ||== S17sDgSaiCL. SL11... ¢ ) Review ) ipg WEG:
(O 3648 | == figure-3[1].jpg [ P ][ Review | jpg  PEG!
|[) 3649 |l== show_thumbnail_ga... (FETTI jpg  WEG!
. | 3650 | == show_thumbnail_gr... jpg  JPEG!

Hiding a Tag

If you have configured a tag that you do not currently want to show in the Tag column or the Tag
pane, you can hide the tag from the Manage tags window. This will not delete a tag, but simply hide it
from view.

To hide a tag, follow these steps:

1. On the Evidence tab, click the Tags button.

2. On the Manage Tags dialog, check the box in the Hidden column for the cell corresponding to
the tag you want to hide.
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Deleting Tags

Tags that you do not want to use can be deleted from the Manage tags window. Deleting a tag
removes the tag name from the case and deletes all references to the tag in the tag database. This action
cannot be undone. When deleting a tag, if that tag has been assigned to an item in the case, a warning
dialog will indicate the number of tags to be deleted. If no items are tagged with that tag name, then

no warning will be displayed.

To delete a tag, follow these steps:

1. On the Evidence tab, click the Tags button.
2. On the Manage Tags dialog, check the row containing the tag that you want to delete.

3.  On the Manage Tags toolbar, click Delete.






CHAPTER 8 ‘

Using Search Tools

= Overview

. Search Types

. Creating a Search Query
= Index Query Options

. Unifying Search Results

. Targeted Keyword Searches



58

EnCase Forensic Version 7 Preview New Features Guide

Overview

This chapter describes the enhancements made to searching in EnCase search, including;
= The ability to search across multiple types of data, including files, email, and Internet history,
and view the results on a single screen.
= A powerful index search capability

= The ability to search based on user-customized tags.

Search Types

There are three principal methods of searching through evidence in EnCase:
* Index searches. Evidence data is indexed through the Evidence Processor prior to searching;
see Index Text (on page 33).
= Raw searches (searches based on non-indexed, raw data)

= Tag searches. Searches based on user-defined tags; see Tagging (on page 51).

Index Searches

Creating an index builds a list of words from the contents of a device. The index entries contain
pointers to the occurrences of the specific word on the device.

There are two steps to using indexes:

=  Generating an index

=  Searching an index

Generating an index creates index files associated with devices. Creating an index can be time
consuming, depending on the amount of evidence you are indexing as well as the capabilities of your
computer hardware. Evidence file size, and thus, the resultant index size is an important consideration
when building an index. Attempts to index extremely large evidence files can tax a computer's
resources.

You generate a search index early in the EnCase workflow sequence, as follows:

1. Make sure that your case contains the device you want to index.

2. From the Evidence menu, click Process Evidence. The Evidence Processor displays. This
dialog contains the selection for indexing text.

3. Follow the instructions in the Evidence Processor chapter. See Index Text (on page 33) for
information.

During the creation of an index, the transcript text of the file is extracted using Outside In technology,
and then the text is broken into words which are added to the index. Unlike raw keyword searches,
indexing is done against the transcript content of the file so that text contained in compound files such
as Microsoft Office files can be properly identified. Although we cannot obtain a transcript of slack
space and unallocated space, they are also processed and broken into words in the best manner
possible so that we can find hits in those areas also.
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Index searching allows you to rapidly searches for terms in the generated index, and is the
recommended type of search in EnCase. Querying an evidence file's index locates terms much more
quickly than using non-indexed queries.

Raw Searches

Although index searching is the recommended type of search, there may be times when you want to
perform a search across the raw contents of a device. In those cases, you can perform a keyword or
non-indexed search on your case data. Because keyword searching only searches the raw binary form
of a file, some content may not be discovered if it is compressed or obfuscated.

To perform a raw keyword search on your data:
= Make sure that your case contains the device that you want to search.

For information, see the Search for Keywords (on page 31) option of the Evidence Processor. In
addition to keyword searching using the Evidence Processor, you can also initiate a raw keyword
search of one or more devices from the Evidence tab. To initiate a search in this manner, follow these
steps:

1. Navigate to the Evidence tab and then navigate to the top level of the tab (using the View
dropdown menu on the tab toolbar).

2. Select the device or devices that you wish to search using the checkboxes on the left side of the
table.

Select Keyword Search All Entries from the tab toolbar.
4. Select a previously run search or create a New search.

Select the keywords and options that you wish to use (see the Search for Keywords (on page
31) option of the Evidence Processor) and select OK.

Note: Keyword searches that are not initiated from the Evidence Processor are stored with the case
and are case specific. Keyword searches that are conducted with the Evidence Processor are stored
with the device’s cache files and can be used with any number of cases.

Tag Searches

EnCase also provides the capability to search for instances of particular tag that you have created.
Suppose you create a collection of 20 tags associated with pieces of evidence, one of which is named
"Fraud.” You can search through your evidence for all instances of that tag, and the result set that
displays will consist only of evidence with that tag. For more information, see the Tagging Overview
(on page 52).

Creating a Search Query

Once your case has been indexed, keyword searched, tagged or any combination of the three, you can
then search for desired information. To create a unified search, do the following:

1. Click the Search menu on the application toolbar and select New Search...

2. Enter a Name for the search. This name will be used to save the search criteria and must use
filename compliant characters.

3. Enter a Result Name. This name will appear on the search results page.
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4. In the Criteria panel, click the checkboxes to select the combination of Index, Tags and
Keyword searches that you would like to add to your query.

5. For each item that you selected, click the hyperlinked name of the item to set its options. See
below for information on setting options.

6. Click Save & Run.

The following figure shows a simple raw search run from the Results tab. The raw search is conducted
against the file aw. txt, shown on the Table tab, and the results of the search are shown in the view
window, with a single hit, the word begin.
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Index Query Options

When you click Index to set the query options, a new window is displayed with three tabs. These tabs
are:

= Text. The tab where you enter text base queries.

= Terms. A hierarchical view of the query terms and logic.

* Report. A "plain English" representation of the query terms and logic.
On the right side of the window is a dynamic list that shows the terms in the index and the number of
occurrence of a term. This is extremely helpful when crafting a query so that you can immediately see
if the term exists in the index. EnCase will show you all words in the index that start with the term that

you have typed, and will dynamically update the list as you type additional letters. At any time, you
can double click on a query term, and it will show the show the information about that term.

Search New

By default, EnCase searches for items containing all the keywords in the search term. For instance, the
search term George Washington searches for all items that contain both the word George and the word
Washington.

*  You can search for documents containing either keywords by using the OR operator: George
OR Washington
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*  You can use the AND operator for clarity: George AND Washington

However, the latter term produces exactly the same results as the original search term.

Proximity

To search for two keywords within a specified number of words from each other, use the w/ operator:
= George w/3 Washington
= Abraham w/5 Lincoln

One word before another

You can also search for documents where the first keyword precedes the second by no more than a
specified number of words:

= George pre/3 Washington
= Abraham pre/3 Lincoln

Keywords apart from each other

To search for documents where the keywords are not within a certain number of words of each other,
use the nw/ or the npre/ operators:

*  George nw/3 Washington

=  Abraham npre/3 Lincoln

Exact phrases

"

You can search for exact phrases using quotation marks (
operator:

), which is the same as using the pre/1

= “George Washington” is the same as George pre/1 Washington
Near the front or end of the document

You can use the reserved words firstword and lastword with the proximity operators to refer to the
beginning or end of the document. For example,

=  George w/3 firstword
finds documents where George is one of the first three words in the document, and

=  Washington nw/20 lastword
finds documents where Washington is not any of the last twenty words in the document.

With two variables

Use parentheses to group multiple words within a search term. For example, in the following search
term:

= Bill w/5 (Clinton or Gates)

the index marks as responsive all items containing the word Bill within five words of either Clinton or
Gates.
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With multiple variables

You can also construct a complex proximity search that includes Boolean operators on both sides. For
example, in the following search expression:

= (Bill and William) w/5 (Clinton and Gates)
the index marks as responsive all items containing both the words Bill and William within five words

of both Clinton and Gates.

Grouping Search Queries Together

You can group search queries together using parentheses to form logical expressions. How you use
parentheses indicates to the search engine the order in which it should look for the search terms. For
instance:

= (George and Washington) or (Abraham and Lincoln)

finds all items with either both the words George and Washington or both the words Abraham and
Lincoln

You can nest parenthetical expressions; for example:
= (George and (Washington or Bush))

finds all items that contain the word George and either the words Washington or Bush.

Alternatively,
= (George and Washington) or Bush)

finds all items that contain the words George and Washington, or Bush.

You can use parentheses to join proximity queries (pre/, w/) to Boolean logic queries (AND, OR). For
example,

= Delaware and (George pre/3 Washington)

finds all items that contain the word Delaware and that also contain the word George no more than
three words before Washington.

You cannot use parentheses to put a Boolean term into a proximity term:
= DISALLOWED: George pre/3 (Washington and State)
Instead, express this term as follows:

= (George pre/3 Washington) and (George pre/3 State)
Searching for Keywords in Document or Email Fields

By default, EnCase searches for keywords in every indexed text field of the document or email. You
can restrict the fields that you search using the bracket ([ ]) field specifier. For instance, to search only
for keywords in the subject line, use:

= [Subject]George

You can use parentheses to group keywords together within a field:
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= [Subject](George Washington)
= [Subject](George pre/2 Washington)

You can use aliases to group together a section of fields:

= [Address] searches the [To], [From], [CC] and [BCC] fields
= [Date] searches the [Accessed], [Created], [Modified], [Written], [Sent] and [Received] fields

Common fields for all items are:

= [Name]Name of file.File extension (the file will not be found unless it contains the extension)
= [Extension]File extension

= [Category]Category of file, such as Picture
Searching for Date Fields or Date Properties

You can search for items by date or date range using field syntax. Dates are entered in ISO 8601 syntax
between # marks, and can be general, such as:

= [Created]#2004+#

Or very specific:
= [Created]#2004-11-19T11:54:034

You can also search for date ranges using an ellipsis (...):
*  [Created]#2004-02-03...2004-02-17#

The above term searches for any item with a creation date between Feb. 03, 2004 and Feb. 17, 2004. You
can search for items before or after a particular date by leaving off one end of the range:

= [Created]#2004-02-03...%
» [Created]#...2004-02-17#

File date fields are:

= Accessed

=  Created
=  Modified
=  Written

Email date fields are:

=  Sent
=  Received
=  Created

Searching for Numeric Properties

You can search for items by number range using field syntax. Numbers are entered between # marks
and can be specific, such as:

= [Size]#1034# Analyzing Collected Data 355
Or a range, using ellipses, such as:

= [Size]#1000...30004
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The above term searches for any item with a size between 1000 bytes and 3000 bytes. You can search
for numbers above or below a particular point by leaving one end of the range off:

= [Size]#...3000#
= [Size]#1000...#

Searching for Case Sensitive Terms

By default, all index queries are case-insensitive. You can make queries case-sensitive by using the <c>
operator:

=  <c>George

= <c>(George and Washington)
You can specify case-sensitive queries for fields:

= <c>[subject](George pre/3 Washington)
Using Wildcards to Search for Patterns
You can search for incomplete words or word prefixes using the ? and * operators.
Wildcard for single characters

The ? operator stands as a placeholder for any single characters. For instance,
=t

results in hits for documents containing cat, cot, and cut, but not caught.
Wildcard for multiple characters

The * operator stands as a placeholder for any number of characters. For instance,
= ind*
results in hits for documents containing indecisive, indignant, and Indiana.

Multiple wildcards

A keyword may contain multiple wildcards (either * or ?), but may not contain wildcards at both the
beginning and end of the word. For instance,

= ind*ia*a

= ot?
= fi?y
are valid keywords. However,
* *india*
= ?cat?
= *fish?

are not valid keywords.

Using wildcards with punctuation



Using Search Tools 65

The wildcards ? and * only work for the following punctuation types:

=  Dash (-)
=  Underscore (_)
= Period ()

=  Comma (,)
= Atsymbol (@)
= Apostrophe (')
Note: Punctuation characters will not be found using wildcards if they are at the beginning or end of

words.

Using Stemming Lists to Search for Similar Words

You can use the stemming operator ~ to search for similar words. By default, the stemming operator
replaces your word with all words similar to it in the English language. For instance,

= swim~

results in hits for documents containing swim, swim's, swimming, swam, swum, etc. Stemming uses
the language packs on the server to find words similar to your original term.

When you test your term, a stemming list is added to the term. Stemming lists are contained within
the <> characters and clearly display the stems for the keyword. For instance, the default stemming list
for swim is:

=  <siswim swim’s swims swims’ swimming swam swum swim>
You can override the default stemming behavior by modifying the stemming list. For instance,
"  <s:iswim swam swum>

would result in hits for documents containing swam and swum, but not swimming, swim's, etc. You
can incorporate stemming into any location you could use the OR operator. For instance,

= run~ and [Created]#2002#

L <S:run ran running runner>

results in hits for documents created in 2002 and contain at least one of run, ran, running, or runner.

Fields in Index Queries

Index queries can be created that target data in specific data fields. By selecting the Fields button on
the toolbar, you can double click on a Field name and add it to your query. After adding the Field
name, type the value that you wish to query for. The available fields are:

General Fields
= Any Field
= Content — body of document or Email (transcript)
= Category
* Description
= Extension

= File Type
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= Path

= Hash Value

* Logical Size

=  Dates

=  Accessed Date
=  Created Date
=  Modified Date
=  Written Date

Email Fields
= To
=  From
=  Subject
= Sent Date
=  Attachment Size
= BCC
= CC
Index Query Logic

In addition to adding Fields into your query, you can also add additional types of logic to customize
the result set. The available options are:

= Case Sensitivity

= Stemming

= Terms w/ combining logic

= Preview dictionary w/ hit count

= Can Combine w/ Keyword Searches and Tags

= Can Filter or Condition on Search Results

= Can combine multiple search results w/ AND/OR logic

= Can view previously run searches

Unifying Search Results

EnCase allows you to view search results from a variety of sources, using the single Search Results
tab. The results can span numerous types of data (for example, files on the Entry tab, email
information, and Internet artifacts), and contain the results of a filter, condition, or search (including
Index, Keyword, and/or Tags).

All of the operations above produce distinct result sets. The queries that are used to display the result
sets are stored as files in the users EnCase directory.
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Search Result sets can display quickly because they show a subset of available metadata for each item.
To view additional information about an item, simply select the item and click Go to file in the tab
toolbar. The unified metadata available in the Search Results table is:

Name

= For an Entry Item: Entry Name
= For an Email Record: Email Subject

= For an Internet History Record: URL
Logical Size

= Entry: Logical Size
= Record: Logical Size (PR_LOGICAL_SIZE)

Last Accessed Date

= Entry: Accessed
= Record: Accessed (PR_ACCESSED)

File Created Date

= Entry: Created
= Record: Created (PR_CREATION_TIME)

Last Written Date

From

=  Email Record: From field

= Internet History Record: User
Recipients
* Email Record: Aggregation of To\Cc\Bcc fields

Comment

Item Type
Category
Primary Device

Item Path

The Search Result table displays two additional columns that are dynamically generated based on the
items in the table:

Extension
= Generated from the Search Result Name at display time
Tags

= Generated from the current case at display time
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Queries available on the Search Tab

Search index options

o

o

o

o

o

Fields

Any Field
Content — body of document or Email (transcript)
Category
Description
Extension

File Type

Path

Hash Value
Logical Size
Dates
Accessed Date
Created Date
Modified Date
Written Date

Email

o

o

o

o

o

o

o

To

From

Subject

Sent Date
Attachment Size
BCC

CcC

Case Sensitivity

Stemming

Terms w/ combining logic

Preview dictionary w/ hit count

Can Combine w/ Keyword Searches and Tags

Can Filter or Condition on Search Results

Can combine multiple search results w/ AND/OR logic

Can view previously run searches
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Targeted Keyword Searches

In EnCase Version 7, comprehensive keyword searching is done using the Evidence Processor. In
addition to this functionality, EnCase also has the ability to run a targeted keyword search against
selected data

1. From the Evidence tab, check specific items that you want to keyword search.

2. From the Tab toolbar, select Raw Search and New Raw Search, and a new window will
display.

3. Select the keywords and options that you wish to use (see the Search for Keywords (on page
31) option of the Evidence Processor) and select OK.

4. When the search has completed, you will be taken to the Search Results tab to view the results
of your targeted search.

The targeted search will only act on items selected in the current view. If you have multiple devices in
your case, but are currently viewing only one of them, the search will only run on that device,
regardless of whether you checked items in another device. If you wish to run a target search against
two or more devices in your case, you must Load Selected Evidence into one window. The targeted
search cannot run on a physical device and a mounted device at the same time.
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Overview

The final phase of a forensic examination is reporting the findings, which must be well-organized and
presented in a format that the target audience will understand. EnCase Version 7 has added several
enhancements to its reporting capabilities that strengthen this phase of the process. These include:

* The inclusion of reporting templates that you can use as is or adjust to suit your needs.

= The capability to control a report's format, layout, and style.

=  The ability to add notes and tags to a report.
Reports in EnCase Version 7 consist of two parts:

1. Report templates that hold the formatting, layout, and style of the report.

2. Bookmark folders where reference to specific items and notes are stored. The Report template
links to bookmark folders to populate content into the report.

Using Report Templates

A report template is one component of a case template. Each of the default case templates has a
customizable report template included. Different case templates may contain different report
templates, and each of these templates is completely customizable. In addition to the report template,
each case template also includes bookmark folders that are referenced in the report.

Besides the default templates, users can define their own custom reports and save them as part of a
case template. For more information, see Using a Case Template to Create a Case (see "Creating a
Case" on page 15).

Bookmarking Data for Reports

In EnCase, as you work on a case, you typically discover files, portions of files, and other objects that
are of interest as potential evidence and save these items for reference. These marked sections are
referred to as bookmarks. Bookmarks are saved in folders in the case file. You can view them by
selecting the Bookmarks link under Report on the Case home page.

Bookmarks can also contain comments and notes for tracking, accounting, and reporting purposes.
You place bookmarks into bookmark folders and give them names associated with meaningful aspects
of the case.

The bookmark folders and their bookmarked data are referenced by the elements of the report
structure. The bookmark references constitute a major portion of the report structure, and the

bookmark content lying within the bookmark folders appear as formatted report data.

To bookmark data into a folder:
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1.

Click the Bookmarks link on the Case home page in the Reports section.

:__‘rj EnCase Enterprise Training

S + || Case(SA2011C) - Q\n‘iew - .{:;}Tools w % Engcript v %] Search v 5 Add Evidence ~ @ -
&Home llﬂReports » ﬁi_]Report Templates
) 100% + () &) “ZoomIn T Zoom Out =

A case contains evidence —
Case: 5A2011C oY

¥

EVIDENCE

=) .
&= Add Evidence
2% Process Evidence

SEARCH

[ search
= search Results

BROWSE

¢S Evidence
¥ Records

REPORT

= reports /
& Bookmarks 1

El Report Templates

CASE

@ case Info Items
< | ¥

SAZ011C

|€

The Bookmarks tab and its options display.

&Home S=Results ¥ €3 Records X 5 Bookmarks %

|° © ¥ viewing (Bookmark) ~ Split Mode + | [ Condition * FFiker v DTags » v | @ | L~ A

4 DRss Bookmarks [E Gallery
O | Memos
- T 7 Selected 44 fEdit 3 Delste ) Add Nate -
ChT | Legal :
O | Correspondence | Marmne | Comment | T

Create appropriate folders to hold your bookmarks and add any desired notes to the folders.

To bookmark data, select content from almost any tab and click the Bookmark drop down
menu on the Tab toolbar. Select the appropriate bookmark type, add a name, and comment as
desired, and click OK.

View your bookmarks in the Bookmarks tab.

Report Template Structure

Before viewing a report, you need a report template, or outline of what the report will look like. The
report template also defines how your case data is formatted and styled. This structure consists of:

Report Sections. Sections contain groups of like information and formatting, and provide the
ability to organize your report.

Report Formatting. This includes page layout, section design, and text styles.
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* Report elements, which are collections of bookmarks Bookmarks are a key element of the
report structure. You do not embed bookmarks into a report template, but embed a reference to
the contents of a bookmark folder.

Following is an example of a report template (Report Templates > Table). For organization and
flexibility in reporting, a report component can be designated as either a Report or Section, as shown
in the Type column of each Table row. Report components typically only contain formatting
information for components beneath them, while Section components contain formatting information
and Report elements. The columns to right of Type indicate whether a particular formatting option is
user-defined or inherited from the report or section above it in the hierarchy of rows.

%j Home | [ | Report Templates :-cl
O © ¥ Viewing (Report Ternplate) = | 5plit Mode =  [i= Condition = f Filter = [ View Report = <} Styles

" Table |
¥ ] Selected 08 57 Edit 7 Delete - | Mew
SP;';"" Hame Type Pagés Margina Haader Faaler Farmals
1| B 4 5 Bamination Repodt Report Liser Defimed  User Defimed  User Delined
2| O 4 | Introduction Repoit
3 | = Tlle Page Saction User Deflined  User Delined
4 | = Evidence Gaclion
5 O 4[] Body Repait
6| [ = Dotuments Secticn User Defined
T [ % Picluras Saclion User Delined
8 [ % Internel Adifacts  Seclion User Defined
9 | [ 1 % Emal Saction Uier Dafined

(] Fields | (| Report 4 Bady Text
i = Edit

Mame Value
& Show Tab
& Mame Examination Repart
¥ Type Report
¥ Paper
& Margins User Defined

To add new reports or sections to the template:

1. Highlight the row above the new element you want to add.
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2.

Click New on the Table tab. The New Report Template dialog appears.

MNew Report Template - — - ﬁ

MName

PretrialEvidence|

Type
@ Section ) Report

Format

B = Paper -
%) ]:[ Margins
[ & Header |
| | [5 Footer T |

m

K ] [ Cancel

-

Type a Name for the new Report Template component.
Select a Type (Section or Report) for the new template component.

Select whether you want to customize a Format style by checking its box, or use the default
format style by leaving the box clear.

Click OK. The new template component will appear below the row that you highlighted.

Formatting Report Templates

There is a wide range of formatting options available for customizing EnCase reports. Guidance
Software recommends using the default case templates as a starting point and customizing them as
necessary. These templates provide examples of most reporting options.

As demonstrated in the above picture, report templates can and should be designed as a hierarchal
tree to simplify formatting. If properly designed, report sections will inherit formatting options from
above and therefore changes to the formatting will only have to be made in one location.

The following is a list of items that can be customized:

Section Name. This name is for organizational reference in the template only and does not
populate into the report.

Paper. This includes orientation and size.
Margins. Values can be set for top, bottom, left and right margins.

Header/Footer. Users can design a completely customized header or footer that contains Case
Info Items and other various data.

Data Formats. The display characteristics of each bookmark type can be customized. This
includes data style and content.

Section Body Text. The layout and content of each section is specified in the Body Text.

Show Tab. This options determines if this report or section is displayed as a tab in the Reports
tab.
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Excluded. Provides the ability to quickly exclude a section from a report if it is not applicable.

To edit a formatting option:

1.

Right click a cell that represents the report element and the formatting component you want to
edit.

Click Edit... on the cell's context menu.

Change the default values for the formatting option to the values you want. In the example
shown below, the Margins cell for the Body element is selected, and the left and right margins
are changed from the default values to one inch. Click OK when you are finished.

Margins g|
Top {in}

1

Left {in) Right: {im}

1 = |k

Bottom {in)

0.5

[ Ok ] [ Cancel

Note: Remember formatting options, from beginning to end, are inherited by default. Therefore, in this
example, the margins for the report components that follow the one you customized will inherit those
margin settings, unless you edit them.

Report Styles

As in Microsoft Word, Styles are used to set text formatting options. EnCase comes with many default
styles that can be used in report templates, and users can create their own styles. Users can override a
default style by creating a user style with the same name.

Options that can be designated in a Style include:

Font type and font size

Alignment (left, center, right, justified)
Indenting (left, right, first line)

Space before/after

Borders

Tabs

Text color

Background color

To create a user defined style:

From the Report Template tab, select Styles from the Tab toolbar.

1.

A new window appears that contains a tab for Default Styles and a tab for User Styles. Users
can examine the available Default Styles by looking in that tab.

Switch to the User Styles tab.

Select New from the toolbar. The ability to Edit or Delete an existing User Style can also be
found in the toolbar.
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4. Provide a name for the Style and desired configuration options. Font, Text Foreground and

Text Background can all be set by double clicking on the appropriate field.

Viewing a Report

Once you have configured your Report Template and added Bookmarks to the appropriate folders,
there are two ways to view a report:

From the Report Templates tab, select View Report from the tab toolbar. This will list all
reports that have the Show Tab option set. Selecting a report from the menu takes you to the
Reports tab to view the selected report.

Select the Reports tab from the Case Home page or the View menu. In the Reports tab you
will see a tab for each report that has the Show Tab option set.

Reports are dynamically generated every time that you switch to a specific report in the Reports tab.
To save a report, right-click on the report and select Save As. The following output formats are
available:

TEXT
RTF
HTML
XML
PDF

Once you select the output format, specify a Path and optionally set the Open file option if you want
the file to open in the default application after saving.

Note: It is recommended that users wishing to edit their report in Microsoft Word save the report in RTF format. The
EnCase RTF report is completely compatible with Microsoft Word.
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